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Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of
viruses, worms, trojans, and all kinds of malware
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NOD32 4836 2010. 02. 04 -
Nor man 6.04. 03 2010. 02. 04 -
nPr ot ect 2009.1.8.0 2010. 02. 04 -
Panda 10.0.2.2 2010. 02. 04 -
PCTool s 7.0.3.5 2010. 02. 04 -
Pr evx 3.0 2010. 02. 04 -
Ri si ng 22.33.03.04 2010. 02. 04 -
Sophos 4.50.0 2010. 02. 04 -
Sunbel t 3.2.1858. 2 2010. 02. 04 -
TheHacker 6.5.1.0.180 2010. 02. 04 -
TrendM cro 9.120.0.1004 2010. 02. 04 -
VBA32 3.12.12.1 2010. 02. 03 -
Vi Robot 2010. 2. 4. 2172 2010. 02. 04 -
Vi rusBust er 5.0.21.0 2010. 02. 04 -
Additional information

File size: 1655296 bytes

MD5. ..: e3ccdf c50f d342c8f ecaabf 3¢5540291

SHAL. .: 4da91d113bf eababe8c34863bbad7056aa6b2823

SHA256: ef 203554028d396f 0e0591d8360a9c16960362eef 8625d6ef 39f ce9cacdl2eba
ssdeep: 24576: 32AETSeBkUI x8RZBI YRf 17vhOKkl aEN8ehl t : 32Ad8XBnRf 17+SE2e

PEi D..: -

PEI nfo: PE Structure information

( base data )

ent rypoi nt address.: 0x8f4d0

ti medatestanp.....: 0x2a425el19 (Fri Jun 19 22:22:17 1992)
machi netype.......: 0Oxl4c (I1386)

( 8 sections )

nane viradd virsiz rawdsiz ntrpy mnmd5

CODE 0x1000 0x8e568 0x8e600 6.56 19a694f 24141f 4528ef 1313d971c2077
DATA 0x90000 0Oxlda4 0x1e00 4.67 67e3f2e46bb439bb58eca3b5e9cab361
BSS 0x92000 0x2ff25 0x0 0.00 d41d8cd98f 00b204e9800998ecf 8427¢
.idata 0xc2000 0x2798 0x2800 4.97 fba81c0398f 747164df 78503298e9728
.tls 0xc5000 0x10 0x0 0.00 d41d8cd98f 00b204e9800998ecf 8427e

.rdata 0xc6000 0x18 0x200 0. 19 86e3ce719289520548274b9681e10659
.reloc 0xc7000 0x9094 0x9200 6.66 149976f b6f 1c2730e6e2f b6f 5ecb2bfc
.rsrc 0xd1000 Oxf7e00 Oxf7e00 5.20 6dc492a099758a2d4abe99253600c7cl

( 19 inports )

> kernel 32.dl|l: DeleteCritical Section, LeaveCritical Secti on,
EnterCritical Section, InitializeCritical Section, Virtual Free,

Virtual Al l oc, Local Free, Local All oc, GetTi ckCount,

Quer yPer f ormanceCount er, Get Versi on, GetCurrentThreadl d,

I nterl ockedDecrenent, Interlockedlncrenment, Virtual Query,

W deChar ToMul ti Byte, SetCurrentDirectoryA, MiltiByteToW deChar, |strlenA,
I strcpynA, LoadLi braryExA, GetThreadLocal e, Get Startupl nf oA,

CGet ProcAddress, Get Modul eHandl eA, GCet Modul eFi | eNameA, Get Local el nf oA,
Get Last Error, Get CommandLi neA, FreeLibrary, FindFirstFileA, Findd ose,
Exi t Process, ExitThread, CreateThread, WiteFile,

Unhandl edExceptionFilter, SetFilePointer, SetEndOFile, RtlUnw nd,
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ReadFi | e, Rai seException, GetStdHandle, GetFileSize, GetFileType,
CreateFi |l eA, C oseHandl e

> user32.dll: GetKeyboardType, LoadStringA, MessageBoxA, Char NextA

> advapi 32.dl |1 : RegQueryVal ueExA, RegOpenKeyExA, Regd oseKey

> oleaut32.dll: SysFreeString, SysReAllocStringLen, SysAllocStringlLen
> kernel 32.dl|: Tl sSetVal ue, TlsGetValue, Local All oc, GetMdul eHandl eA
> advapi 32.dl |1 : RegQueryVal ueExA, RegOpenKeyExA, Regd oseKey

> kernel 32.dl1: |IstrcpyA, WiteFile, WiitForSingleObject, Virtual Query,
Virtual Protect, Virtual All oc, SuspendThread, SleepEx, Sleep,

Si zeof Resource, SetThreadPriority, SetThreadLocale, SetFilePointer,

Set Event, Set Error Mbde, Set EndOfFile, ResumeThread, Reset Event, ReadFil e,
Mul ti Byt eToW deChar, Mil Div, LockResource, LoadResource, LoadLi braryA,
LeaveCritical Section, InitializeCritical Secti on, d obal Unl ock,

d obal Si ze, d obal ReAl |l oc, d obal Handl e, d obal Lock, @ obal Free,

d obal Fi ndAt omA, d obal Del et eAt om d obal Al l oc, G obal AddAt omA,

Get Ver si onExA, Get Version, GetTickCount, GetThreadLocal e, Get Systemnl nfo,
Get StringTypeExA, Get StdHandl e, Get ProcAddress, Get Modul eHandl eA,

CGet Modul eFi | eNaneA, GetlLocal el nf oA, GetLocal Ti ne, CetlLastError,

CGet Ful | Pat hNaneA, Get Exit CodeThr ead, Get Exit CodeProcess,

Get Di skFreeSpaceA, Get Dat eFormat A, Get Current Threadl d,

Get Current Processl d, Get CPlInfo, Get ACP, FreeResource,

I nterl ockedl ncrement, InterlockedExchange, Interl ockedDecrenent,

FreelLi brary, Format MessageA, FindResourceA, FindFirstFileA, Findd ose,
Fil eTi meToLocal Fil eTi me, Fil eTi meToDosDat eTi ne, EnuntCal endar | nf 0A,
EnterCritical Section, DeleteFileA DeleteCritical Section, CreateThread,
CreateProcessA, CreateFileA, CreateEventA, ConpareStringA, Cl oseHandle
> version.dll: VerQueryVal ueA, GCetFileVersionlnfoSizeA,

CGet Fi | eVer si onl nf 0A

> gdi32.dll: UnrealizeObject, StretchBlt, SetW ndowOrgEx,

Set WnMet aFi | eBits, SetViewport OrgEx, SetTextCol or, SetStretchBltMde,
Set ROP2, Set Pi xel, Set MapMode, Set EnhMetaFil eBits, Set Dl BCol or Tabl e,
Set BrushOr gEx, Set BkMode, SetBkCol or, Sel ectPal ette, Sel ect Object,
SaveDC, RoundRect, RestoreDC, Rectangle, RectVisible, RealizePalette,
Pol yli ne, PlayEnhMetaFile, PatBlt, MyveToEx, MaskBlt, LineTo,
IntersectCipRect, GetWndowOrgEx, GetWnMetaFileBits, GetTextMetricsA,
Get Text Ext ent Poi nt A, Get Text Ext ent Poi nt 32A, Get Syst enPal etteEntri es,
Get St ockCbj ect, CGetPixel, CetPaletteEntries, GetObjectA GCetNearestColor,
Get MapMbde, Get EnhMet aFi | ePal etteEntries, Get EnhMet aFi | eHeader,

Get EnhMet aFi | eBits, GetDeviceCaps, GetDIBits, GCetDl BCol orTabl e,

Get DCOr gEx, Get Current PositionEx, GetCipBox, GCetBrushOrgEx,
GetBitmapBits, Gdi Fl ush, ExtTextQutA, ExtFloodFill, ExcludedipRect,

Del et eCbj ect, Del et eEnhMet aFil e, Del et eDC, CreateSolidBrush,

CreatePenl ndirect, CreatePalette, CreateHal ftonePal ette,

Creat eFont I ndirect A, CreateDl Bitnmap, CreateDl BSection,

Creat eConpati bl eDC, CreateConpati bl eBi t map, CreateBrushlndirect,

Creat eBi t map, CopyEnhMet aFil eA, BitBIt

> user32.dll: CreateW ndoweExA, W ndowFronPoint, W nHel pA, Wit Message,
Updat eW ndow, Unregi sterCl assA, UnionRect, UnhookW ndowsHookEx,

Transl at eMessage, Transl at eMDl SysAccel, TrackPopupMenu,

Syst enmPar anet er sl nf oA, ShowwW ndow, ShowScrol | Bar, ShowOwnedPopups,
ShowCur sor, Set W ndowsHookExA, Set W ndowText A, Set W ndowPos,
Set W ndowPl acenent, Set W ndowLongA, SetTimer, Set Scroll Range,

Set Scrol | Pos, SetScrolllnfo, SetRect, SetPropA, SetParent,

Set Menul t eml nf 0A, Set Menu, Set For egr oundW ndow, Set Focus, Set Cursor,
Set Cl i pboardDat a, Set Cl assLongA, Set Capture, SetActiveW ndow,
SendMessageA, Scrol | Wndow, ScreenToClient, RenmovePropA, RempbveMenu,
Rel easeDC, Rel easeCapture, RegisterW ndowlMessageA,

Regi st er O i pboar dFor mat A, Regi ster G assA, RedrawW ndow, PtInRect,

Post Qui t Message, Post MessageA, PeekMessageA, OpenClipboard, O fsetRect,
CenifoChar A, MsgWai t For Mul ti pl eObj ects, MessageBoxA, MessageBeep,

MapW ndowPoi nts, MapVirtual KeyA, LoadStringA, LoadKeyboardLayout A,
Loadl conA, LoadCursorA, LoadBitmapA, KillTiner, |sZooned,
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| sW ndowvi si bl e, | sWndowEnabl ed, |sW ndow, |sRectEnpty, Islconic,

| sDi al ogMessageA, 1sChild, InvalidateRect, IntersectRect,

I nsert Menul temd, | nsertMenuA, |nflateRect, GetWndowThreadProcessld,

Get W ndowText A, Get W ndowRect, Get W ndowPl acenent, Get W ndowLongA,

Get W ndowDC, Get TopW ndow, Get Systemvetrics, Get Systenvenu,

Get SysCol or Brush, Get SysCol or, Get SubMenu, Get Scroll Range, Get Scroll Pos,
Get Scrol I I nfo, GetPropA, GetParent, GetWndow, GetMenuStringA,

Get MenuSt at e, Get Menul tem nf oA, Get Menultem D, Get Menul t enCount, Get Menu,
Get Last Act i vePopup, Get KeyboardSt ate, Get KeyboardLayoutLi st,

Get Keyboar dLayout, GetKeyState, GetKeyNameTextA, GCetlconlnfo,

Get For egr oundW ndow, GCet Focus, GetDli gltem Get DesktopW ndow, Get DCEX,
Get DC, Get Cursor Pos, GetCursor, GetCipboardData, GetdientRect,

Get Cl assNanmeA, Get Cl assl nf oA, Get Capture, GetActiveWndow, FraneRect,

Fi ndW ndowA, Fill Rect, Equal Rect, EnumW ndows, EnuniThr eadW ndows,

EndPai nt, Enabl eW ndow, Enabl eScrol | Bar, Enabl eMenultem EnptyC i pboard,
Dr awText A, Dr awiMenuBar, Drawl conEx, Draw con, DrawFranmeControl,

Dr awFocusRect, Drawkdge, Di spatchMessageA, DestroyW ndow, DestroyMenu,
Destroyl con, DestroyCursor, Del eteMenu, Def W ndowProcA, Def MDI Chil dProcA,
Def FramePr ocA, Creat ePopupMenu, CreateMenu, Createlcon, C osedipboard,
Client ToScreen, CheckMenultem Call W ndowProcA, Call Next HookEx,

Begi nPai nt, Char Next A, Char Lower Buf f A, Char Lower A, Char Upper Buf f A,

Char ToCemA, Adj ust W ndowRect Ex, Acti vat eKeyboar dLayout

> kernel 32.dl1: Sleep

> ol eaut32.dll1: SafeArrayPtrOf | ndex, SafeArrayGet UBound,

Saf eArrayGet LBound, SafeArrayCreate, VariantChangeType, Vari ant Copy,
VariantClear, Variantlnit

> o0le32.dll: CoUninitialize, Colnitialize

> oleaut32.dll: GetErrorlnfo, SysFreeString

> conttl 32.dl1: InmageList_SetlconSize, |magelList_GCetlconSize,

I mageLi st_Wite, ImageList_Read, |magelist_GetDragl mage,

I mageLi st _Dr agShowNol ock, | nmageli st _Set DragCur sor | nage,

I mageLi st _DragMove, | magelList_DraglLeave, |magelist_DragEnter,

I mageLi st _EndDrag, | nagelist_Begi nDrag, |mageList_Renove,

I mageLi st _DrawkEx, | mageli st_Repl ace, |magelLi st_Draw,

I mageLi st _Get BkCol or, | nagelLi st_Set BkCol or, | mageli st_Repl acel con,

I mageLi st _Add, | mageLi st_Get | mageCount, |nmagelList_Destr oy,

I mageLi st _Create

> shel |l 32.dl | : Shel | Execut eA

> condl g32.dl | : Get OpenFi | eNanmeA

> winmmdl|: waveQut Set Vol une, waveQut Get Vol une, waveQut Get DevCapsA

> mediaplr.dll: NotifyOmer Message, freeMedi aStream getFull ScreenVi deo,
set Ful | ScreenVi deo, get Medi aSt reanPos, set Medi aStreanPos,

st opMedi aStream pauseMedi aStream playMedi aStream set Vi deoPos,

get Medi aSt reanDur ati on, Medi aStreanPl ayed, Vi deoAvail abl e,

Medi aSt r eamAvai | abl e, | oadMedi aFil e

( 0 exports )
RDS...: NSRL Reference Data Set

pdfid.: -

trid..: Wn32 Executable Borland Del phi 7 (44.7%
W n32 Execut abl e Borl and Del phi 5 (30.1%

W n32 Execut abl e Borl and Del phi 6 (17.5%

Install Shield setup (2.8%

W n32 EXE PEConpact conpressed (generic) (2.7%

si gcheck:

publisher....: n/a
copyright....: n/a
product......: n/a
description..: n/a
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original nane: n/a
internal nanme: n/a
file version.: n/a

coments.....: n/a
sighers......: -
signing date.: -
verified.....: Unsigned

I ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no
guarantees about the availability and continuity of this service. Although the detection rate
afforded by the use of multiple antivirus engines is far superior to that offered by just one
product, these results DO NOT guarantee the harmlessness of a file. Currently, there
is not any solution that offers a 100% effectiveness rate for detecting viruses and malware.
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